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Motivation

Vienna University of Technology

« Analysis of malicious code is challenging

g - 601e77d9.exe
File wiew Debug Plugins Options  Window  Help

Sl x] w1 »

traffic.pcap - Wireshark
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File Edit View Go Capture Analyze Statistics Telephony Tools Help
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EFilter: tep.stream eq 1 & Clear| < Apply

~ | 4R Expression

Time Source Destination Protocol Info
3 1.191803 192.168.0.2 97.74.79.222 TCP netarx > http [SYN] Seq=0 Win=16384 Len=0 MSS=146¢
4 1.716520 97.74.79.222 192.168.0.2 TCP http > netarx [SYN, ACK] Seq=0 Ack=1 Win=16384 Ler
5 1.720653 192.168.0.2 97.74.79.222 TCP netarx > http [ACK] Seq=1 Ack=1 Win=16560 Len=0
6 1.757507 192.168.0.2 97.74.79.222 HTTP GET /images/led/hg.php HTTP/1.1

No..

7 2.050312 97.74.79.222 192.168.0.2 TCP [TCP segment of a reassembled PDU]

8 2.107883 97.74.79.222 192,168.0.2 TCP [TCP segment of a reassembled PDU]

9 2.113988 192.168.0.2 97.74.79.222 TCP netarx > http [ACK] Seq=197 Ack=1566 Win=16560 Ler
10 2.115622 97.74.79.222 192.168.0.2 TCP [TCP segment of a reassembled PDU]

11 2.123595 97.74.79.222 192.168.0.2 HTTP HTTP/1.1 404 Undescribed (text/html)

12 2.127418 192.168.0.2 97.74.79.222 TCP netarx > http [ACK] Seq=197 Ack=1893 Win=16234 Ler S

358125 192.168.0.2 97.74.79.222 netarx > http [RST, ACK] Seq=197 Ack=1893 Win=0 Ld¥
< <>
> Frame 6 (250 bytes on wire, 250 bytes captured)
> Ethernet II, Src: RealtekU_12:34:56 (52:54:00:12:34:56), Dst: 92:27:fc:57:72:bb (92:27:fc:57:72:bb)
> Internet Protocol, Src: 192.168.6.2 (192.168.0.2), Dst: 97.74.79.222 (97.74.79.222)
> Transmission Control Protocol, Src Port: netarx (1040), Dst Port: http (80), Seq: 1, Ack: 1, Len: 196
v Hypertext Transfer Protocol

> GET /images/led/hg.php HTTP/1.1\r\n
Accept: */*\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)\r\n
Host: aachristmas.com\r\n
Connection: Keep-Alive\r\n

27 fc 57 72 bb 52 54 12 34 56 08 00 45 . WWr.RT ..4V..E.
a

0010 00 ec 06 al 40 00 80 66 81 98 cO a8 00 02 61 4a i aeeaaal

0020 4f de 04 10 00 50 f9 6a f7 db b5 51 47 e5 50 18 . P.j ...0G.P.

0030 40 b0 e4 dd 00 00 47 45 54 20 2f 69 6d 61 67 65 @..... GE T /image

0040 73 2f 6c 65 64 2f 68 67 2e 70 68 70 20 48 54 54 s/led/hg .php HTT

0050 50 2f 31 2e 31 0d ©a 41 63 63 65 70 74 3a 20 2a P/1.1..A ccept: * S
AARA 2f 2a Ad Aa 41 AR AR AR 7A 74 2d 45 Ae A2 Af AL /%  Aree nt-Fnend v
O File: "/tmp/traffic.pcap" 31...  Packets: 13 Displayed: 11 Marked: 0 Profile: Default
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Motivation

Vienna University of Technology

« Analysis of malicious code is challenging

« Looking at the inner workings of every samples has
become infeasible
— ... due to various obfuscation techniques

— ... due to analysis resistance (e.g., anti-debugging
techniques)

— ... due to the huge number of malware families / variants

Int. Secure Systems Lab
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Motivation
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« Analysis of malicious code is challenging

* Looking at the inner workings of every samples has
become infeasible

— ... due to various obfuscation techniques

— ... due to analysis resistance (e.g., anti-debugging
techniques)

— ... due to the huge number of malware families / variants

* Results of dynamic analys is cluttered by other
behavior sample is capable of
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Motivation
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* Results of dynamic analys is cluttered by other

B windows Task Manager

File Opltions  Wiew Shut Down Help

Applications  Processes | Performance

Irnage Marne | User Mame
wpabaln.exe user
winlogon, exe SW3ITEM
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Motivation

Vienna University of Technology

« Results of dynamic analysis cluttered by other
behavior sample is capable of

* Dynamic analysis is very resource consuming...

* ... and only provides temporary snapshot

— malicious behavior might dependent on
« analysis date & time
 analysis environment (e.g., username, host OS, ...)
« availability of remote resources (e.g., C&C hosts)
— needs to be repeatedly performed on single sample
« at different points in time
 preferably on different systems
* even more time/resource consuming

Int. Secure Systems Lab
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Motivation — Inspector

Vienna University of Technology
Wouldn't it be cool if we were able to extract a
single behavior into a standalone component and
use this to re-invoke the behavior?

 Removes clutter from analysis results

* Independent of other malicious activity

can be executed without virtual environment

« Easy to replay in a different situation such as

point in time
operating system
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Motivating Example

Vienna University of Technology
» Conficker Domain Generation Algorithm (DGA)
— decides which remote host to contact for C&C
— domain depends on current time
— current time is fetched from a remote host (e.g., msn)

Int. Secure Systems Lab
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Motivating Example
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» Conficker Domain Generation Algorlthm (DGA)
cides which re ~&C

2nends
binary fo S|
update «

i C&C
component ommunication
installation |

EH i
File Ophions  Yiew Shut Down Help 220 mx. google .com
Applications  Processes | Performance 250- google
tarqet 250-PIPELINING
e ‘/ gt- - Spam 250-SIZE 10240000
e —— RR— templating | |250-vREY

’ 250-STARTTLS




Outline

Vienna University of Technology

Motivation
— dynamic analysis reveals limited, temporary behavior

Behavior analysis & extraction
— storing identified behavior into gadget

Behavior re-invocation
— gadget player
— gadget inversion

So... again, why...?
— benefit recap

Gadget examples

Int. Secure Systems Lab
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Behavior Analysis
and Extraction
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Extraction Overview
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Extraction Overview
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control flow &
instructions

API taint
dependencies

memory
accesses

k AnalysisReportforsstup.xe - submitedon 51310, 8:06:44 UTC ﬁ

Run-time Dlls
Module Name Base Address
CAWINDOWSIsystem32/CLECATQ.DLL 0:76FD0000 040007000

6

077820000
2 appHelp di 077840000
CAWINDOWSisystema2urimon.dil O7E1E0000
CAWINDOWSisystema2ishdocyw dil 0c7E290000

(Sig-19:1383957)

2.a) setup.exe - Registry Activities

Rogistry Values Moified

Key Name New Value
HKL c Dat

El windows Task Manager
File ©ptions View Shut Down  Help|

Applications  Processes | Performance

Image Name Lser Name
wpabaln,exe user
winlogon,exe SYSTEM
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Extraction Overview
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ﬁ Anaysis Rort fo setp.xe - submited on 051310, 190644 UTG ﬁ

Run-time Dils
Module Name Base Address size
CAWINDOWSIsystem32.CLBCATQ.DLL 0476FD0000 040007F000.

CAWINDOWS|system3zCOMRes i 0177050000 0400005000
WIND

CIWINDOWS|system3zWMSASN1 il 0x77820000 0100012000

CAWINDOWSIsystem3ziappHelp.dl 0x77B40000 0100022000

CAWINDOWS!system3zurimon.dil OX7E1EQ000 0100042000

CAWINDOWSIsystem3zshdocww il 0x7E290000 0400171000
Ikarus Virus Scanner

Trojan Wing2 StartPage (Sig-1:1388957)

2.a) setup.exe - Registry Activities

Regisiry Values Modiied:

Key Name New Value
HKL 0 D

Folders. Application Data

HKU D

Folders. Deskiop

Foldors. Documents.

HKL ‘Common Start Menu  G:\Documents and Seftings\All Users'Start

control flow &
instructions
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Extraction Overview
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ﬁ Anaysis Rort fo setp.xe - submited on 051310, 190644 UTG ﬁ

Run-time Dils

Module Name Base Address size
CAWINDOWSIsystem32.CLBCATQ.DLL 0476FD0000 040007F000.
CAWINDOWSIsystem3zCOMRes il 0x77050000 0400005000
CAWINDOWS!system3Z WININET.di 0x77180000 04000AA000
CAWINDOWS!system32,SETUPAPLI 0x77920000 04000F3000
CAWINDOWS|system32,CRYPTS2.dl 0x77A80000 0400095000
CWINDOWS|system3zWSASN1 il 0:77820000 0100012000
CAWINDOWSIsystem3ziappHelp.dl 0x77B40000 0100022000
CAWINDOWS!system3zurimon.dil OX7E1EQ000 0100042000
CAWINDOWSIsystem3zshdocww il 0x7E290000 0400171000

Ikarus Virus Scanner

Trojan Wing2 StartPage (Sig-1:1388957)

a) setup. Registry Activities

Regisiry Values Modiied:

control flow
instructions
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Extraction Overview

call func?2
add %esp
call func3

push “abc”
call DnsQry

‘ " DnsQuery W .

Int. Secure Systems Lab
Vienna University of Technology

API taint
dependencies

memory
accesses
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Extraction Overview
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‘ (0. ' AP taint

call connect
Jmp L 1

L O:
call recv

call func?2
add %esp

call func3
L 1:

| test %eax

je L 0

push “abc”
call DnsQry

| " DnsQuery W .

WSAStartup '
connect .
recv '
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Extraction Overview

Int. Secure Systems Lab
Vienna University of Technology

call func2
add %esp
call func3

L 1:
test %eax

je L_O WSAStartup

s AE3
| AFC

; A515

| AS2E

| A547 663450 64645076 63746F6F 6C f:uddwvetool
{A560 73506372 FASF626C 64507365 GCHE5F78 38365063 72745073 72| s\crt_bldiself x86\crtisr
;AS79 63507468 72656164 65782E63 00 c\threadex.c.

; A592

; ASAB

; ASC4

: ASDD

: ASFE

: AEOF

| A628

 AB41

| AGSA

| A673 |

: ABBC 14600 89 006C00 65002000 70006F00 73 File .po.s
(ABAS (00730069 0062006C 00790020 O063006C DOBFO0TI 00650064 00 .s.ib.l.y. .c.l.os.e.d.
(ABBE 20006200 79002000 61002000 64006900 66006600 65007200 65 by, .a. .di.f.fere
{ABD7 COBED0TFA 00200074 00B800TF2 00650061 00640022 00 2C ot thoread".,
 ABFO

: A709

[ A722

[ A73B

: A754

: A76D

| A786

| A79F

663450 64645076 637465 6F 6C
3506372 74576260 54507365 6066578 36 7274573 72
7265 72656164 578763

4500 69 6C0 65200 7006 73
2006 20 063006C 0 6F 073 065060
200 8020 61 89 65 65 55720 6
4 09200074 0680072 C0SCI6L 07640022 2 n

&
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Extraction Overview
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call func3

call func2 \\ j .
add %esp , 02

+1000 ‘call <001E:1018> |

push “abc”
call DnsQry

cccccc

fuddwetool
f xB6\crt'sr

;;;;;;;

R SRR :101C
Lools.1000llcall @hook -recv

OOlE‘igggltest 2eax
‘001E;1030 Jje <001lE:101C> l

:1034I
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Extract

on Overview
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call connect
call func2
add %esp

call func3

CreateFile

push “abc” connect

call CreateP
WriteFile

4500 69 6C0 65200 7006 73

& 20 063006C 0 6F 073 065060
79002000 6101200 64 565072
20707 068072 (0656l 0640 22

© thread

Vienna University of Technology

001E:10001"657] <001E:1018> [
001E:1004
oo1E:1008 @dd %esp

001E:100cflcall <001E:103C>

001E:1014 '—_—

oo1e:1018/(call @hook-connect

00L1E: 1010 na1] @hook-recv
001E:1020|

°°1E=1°28|test seax
001E:102¢| |
0012:1032 je <001E:101C>

e lipish <00IB:A704S — gl
001E:1040(lcall @hook-DnsQuery WS
:1044) _ =
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Gadget Replay
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Gadget Player

Vienna University of Technology

* As library, the gadget can be reused in many areas

statically linked into the application
dynamically loadable

. but, application must confine gadget execution

handle crashes (e.g., possible, invalid memory accesses)
one possibility: code emulation
here: separate, monitored thread with signal handling

. and mediate accesses to the host OS

gadgets are guaranteed to contain no calls to system or API
functionality directly

each access is done through environment hooks

(@isecma)
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Gadget Player

Int. Secure Systems Lab

Vienna University of Technology

* Host OS accesses mediation: environment hooks

— every system / API call is redirected to the gadget player
(using a multiplexor function)

— player has the possibility to sanitize and/or manipulate call

parameters

if player decides to allow
the API invocation, call
and parameters are
forwarded to the actual
implementation (e.g., in-
side a Windows library)

environment interface gadget thread o @

@isecms)



Gadget Inversion

Vienna University of Technology

* Player can use gadget as transformation oracle

— input is transformed into output, depending on algorithm
implemented by gadget

— example: sample reads local data, obfuscates, and transmits to
remote host

—»O— O . O 6>
—0— O 2| 0 [
O ® <) | @ —
O o © o— Lo
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Gadget Inversion

Vienna University of Technology

* Player can use gadget as transformation oracle

— input is transformed into output, depending on algorithm
implemented by gadget

— example: sample reads local data, obfuscates, and transmits to
remote host

* In many scenarios, the inverse algorithm would be
interesting, however

— we capture obfuscated traffic and want the plain-text data that has
was transmitted

«o— O 0 [Ge—
+-—©—- O . O/ [OGe—
o @ O | @ G
-9 o © O G
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Gadget Inversion

Vienna University of Technology

* Player can use gadget as transformation oracle

— input is transformed into output, depending on algorithm
implemented by gadget

— example: sample reads local data, obfuscates, and transmits to
remote host

* In many scenarios, the inverse algorithm would be
interesting, however

— we capture obfuscated traffic and want the plain-text data that has
was transmitted

* In the paper, we present basic inversion capabilities:
— detect (taint) dependencies between bytes in input and output

— apply guided brute-force heuristics to invert algorithm contained in
the gadget

Int. Secure Systems Lab
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So ... again, why...?
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Gadget Benefits

Vienna University of Technology

* ... so why not simply execute it in a VM (over and over
again)?

Sleep timeouts: can be eliminated during gadget extraction
fast & lightweight analysis:

* no virtual environment, snapshot restoring

* we ran our analysis on Linux (under Wine)!

precise, uncluttered behavior
observation

advanced monitoring.' the environment interface gadget thread 0@
player has access to the
gadget's heap and stack
regions!

environment tampering: all
requests go through a single
interface: tamper with date or
time, registry settings, hostOS, remote hosts contacted, ...

@isecms)
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Gadget examples
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Conficker DGA

Vienna University of Technology
« Conficker generates (pseudo) random domain names upon startup

« Current time, fetched from remote site (e.g., msn.com), controls domain
generation randomization seed

« Randomly selected domain name is used for contacting C&C host

« Gadget:
— start extraction (slicing) from invocation of DnsQuery W
— extracts complete Domain Generation Algorithm (DGA)
— see one domain on query invocation
— find all domains on gadget heap

* Possible environment tampering:

— manipulate remote site's reply to change DGA input (i.e., date for
which domains are generated)

Int. Secure Systems Lab
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Conficker DGA
Int. Secure Systems Lab __

Vienna University of Technology

Generate a list of 250
domains by calling
Generate_domains()

Wed, 18 Nov 2009
23:42:00 GMT

Get system TMe ( . -~ mme~_ ;
| generate domains():
]
]
* GetSystemTime | abs _mbscat
. . i
Check if date is after ] TR
Nov 25th : sin log muvuljzkews.biz
| yuzsxurg.com
T T T AT T T T T T ! oybigc.biz
Query_search_engines_set_time() l l parse_date_from_url() I |
] 1
I AN '
I 1
] 1
get_date_from_url() ¢ rand i strok _strnicmp atoi i
fetch_date_from_url() — T Jan! | 1
parse_date_from_url() ! Nov __{ 20 18 {
] - 2009 i
) Nov |
1 L | L ] I
________________ L J
SetSystemTime() E_fetch_date_from_url()
)
' e
: InternetOpenA InternetOpenUrlA HTTPQuerylnfoA
]
]
)
I
I
]

P. Porras et al. “A Foray into Conficker's

Logic and Rendezvous Points Inspector Gadget control flow “debug output
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Cutwail Spam Templating

Vienna University of Technology

* Cutwail (mass-mailer) generates spam Emails from templates
downloaded from remote C&C hosts

« Communication employs proprietary encryption algorithm

« Template is not stored on file system
— content decrypted and handled solely in memory

« Gadget:
— inspect download behavior
— start extraction after download is complete

— Inspector suggests to automatically refine extraction
starting-point to end-of-decryption

— extract complete template download & decryption algorithm

Int. Secure Systems Lab
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Cutwail Spam Templating

Vienna University of Technology

"{ FIRSTNAME} { LASTNAME}" <{MAIL FROM}>

Hello my new friend, I search a good man at other
country...\n For me it to communicate for the first
time with the person from other country, by
Internet.\nAnd it

{nReceived}

Message-ID: <{DIGIT[10]}.{SYMBOL[8]} {DIGIT[6]} @{nHOST}>
From: {TAGMAILFROM}

To: <{MAIL TO}>

Subject: {SUBJECT}

Date: {DATE}

MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary="----= NextPart 000 0006 { nOutlook Boundary}"
X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express { nOutlookExpress 4}

Int. Secure Systems Lab
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Cutwail Spam Templating

configver 194

addr 91.206.231.230
port 25

knockdelay 60
mxrecvtimeout 120
mxconntimeout 120
maxtrybadfrom 1

maxtryconn 5

nHOST
{nChar[5-15]}.{nChar[5-15]}
.{LET:ru,org,com,va,net,biz,
info,tv,ua,su}

nReceived

Received: from [{nIP}]
(helo={nHOST})
{N[1]}by {BOT HOST}

Int. Secure Systems Lab

Vienna University of Technology

FIRSTNAME

LASTNAME

name

Christi
Lea

Staci
Jodie
Summer
Katharine

Schafer
Stacy
Grayson
Ham
Landers
Mims
Parham
Pritchett

Lusia
Lusia
Lusia
Lusia
Lusia
Lusia
Lusia
Lusia
Lusia

WHW™OD ™D DA

N N S S S S S S~ N~

Texas

New York
Chicago
Colorado
Boston
Washington
Las Vegas
Bellevue WA
San Diego

Amelia B., Chicago
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URLZone Config Update

Vienna University of Technology

 URLZone (BHO banking-trojan) sniffs and manipulates user
iInteraction with banking web-site

« Steals credentials and hides previous (malicious) transactions
from user
« Remote configuration through encrypted configuration files
— domains to attack
— URLSs to inspect
— form content to modify

« Gadget:
— extract complete template download & decrypt algorithm
— similar to Cutwail gadget

Int. Secure Systems Lab
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URLZone Config Update

Vienna University of Technology

[ ITBEGINBLOCKHOOK ]
ITHOST=|banking.postbank.de|End
ITPAGE=|/app/login.d*|End

ITMETHOD=|2 |End

ITIFINIT=|%DISP%|End

ITREQMATH= | jsOn=*&accountNumber=*&pinNumber=* | End

------------------ STATA ———m e
ITINJHOST=|my.hypovereinsbank.de|End
ITINJPAGE=|/*?view=/*|End

ITINJSTART=|Aktueller Kontosaldo</label>[ *]
<p class="right">|End
ITINJEND=|</p>|End
ITINJCODE=| |End
ITINJPASTE= | $HYPOBAL%+%AMOUNT%-3TRUEAMOUNT% |End
ITINJPASTEMN= | <span
class="negative-balance">%$HYPOBAL%+%AMOUNTS%-
$TRUEAMOUNT%</span><span
class="negative-balance">EUR</span>|End

Int. Secure Systems Lab
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Summary

Vienna University of Technology

* Dynamic analysis is resource consuming, results are
cluttered and limited to temporary snapshots of
malicious behavior

* Inspector allows to automatically extract behavior into
standalone gadgets

« (Gadgets can be reused in many scenarios and
— enhance information extraction
— simplify repeated analysis of behavior

« Evaluation shows that extraction is applicable to real
world, malicious programs

Int. Secure Systems Lab
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Thanks for listening!
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